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MATERIALS ACCOUNTING AND INTERNATIONAL
SAFEGUARDS FOR MOX FACILITIES#*

K. X. S. Pillay, R. R. Picard, and J. F. Hafer
Los Alsmos National Laboratory
Los Alamod, Ncw mexico, USA

ABSTRACT

Our experience with mixed oxide (MOX) fual
fabrication facilities leads us to conclude that
there is inadequate guidance available to plant
and process designers to make materisls accounting
systems timely, efficient, and minimally intru-
sive. A well designed state system for accounting
and control of nuclear materials would be benefi-
cial to plant operations and verification by the
International Atomic Energy Agency (IAEA) or state
regulatory agencies. Among the difficult account-
ing problems that arise in a large-scale MOX fa-
cility are the following: (1) process steps (such
as the blending and splitting of powders) that
require the accounting system to tr.ck material
flow, calculate quantities based oa previous meas-
urements, and propagate uncertainties as part of
data analysis; (2) extensive buffer storage areas
involving long residence times that necessitate
frequent corrections for material loss from radio-
active decay; and (3) facility accounting at one
level (for example, fuel pins) that sust be recon-
ciled with verification measurements at another
level (for example, pin trays or assemblies).
Approaches to addressing these problems include
designing a special facility, simulating material
flov, developing software for near-real-time mate-
cia.s accounting, «nd establishing achievable ver-
ification goals. This paper elaborates on thesse
problems and prcposes approaches to a materials
accounting aystem design that considers facility.
state, and I[AEA safeguards and verification obje--
tives.

[. INTRODUCTICN

Widespread use of plutonium in commercial
fue! cycles is an International eafeguards con-
cern. Although present U.S. policy is to defer
indefinitely the commerc!al uso of plutonium, a
nunmber of nations have opted othervise. Mixed
uranium-plutoniua oxide (MOX) fuels are nowv used
in light-water reactors (LWRs) and liquid-metal

'Hork_]ﬁisa}E;&*ﬁy the U.S. Department of Energy,
Office of Safeguards and Securlty.

fast-breedar reactors (IMFBRs) in France, West
Germany, and Japan. The U.S., U.S.S.R., and U.K.
have used MOX fuels for nearly three decades in
experimental LMFBRas. The U.S.S.R. has several
fast breeder reactors in operation and several
more under construction. In addition, Argentina,
Brazil, India, Italy, and Switzerland have active
programs for recycling plutonium in LWRs and
LMFBRs. L

The increasing availability of separated plu-
tonius to meet commercial needs requires strirn-
gent safeguards not required of LWR fuel cycles.*
Areas of concern specific to MOX fuels are
(1) transportation and storage of separated plu-

tonium, MOX, and fuel assemblies;

(2) activicies at bulk handling facilities where
mixed oxides are processed and fabricated
into pellets or assemblies or both; and

(1) management of spent MOX fuel when discharged
from reactors.

Of these areas, the first is largely a matter of
physical protection and the third emphasises the
present limitations of measurement and spent fuel
managenent technologies. In only the second area,
bulk handling activities, does materials account-
ing play a major role.

During the past & years, the Safeguar4s Sys-
tems Group at Los Alamos has rxamined3=® materials
accounting issues for MOX fuel fabrication facil-
fties. This examination involved a review of cur-
rent industrial practices, development of theoret-
ical results for MUF-D (material unaccounted for
minus the difference statistic) relevant to non-
standard sltuations, and aubsequent application
to safeguards systemg studies.

This paper addresses materials accounting at
MOX facilities under {inturnational safeguards.
lssues discussed here are relevant to all modern
MOX facilities that combine remote operations for
fuel fabrication anc near-real-time materials ac-
counting. In the next section, generic issues are
revievad. Section IJlI introduces wmathemavical
notatlon and summarises important results. [mpli-
cations of those rejults are discussed in Sec. IV
and concluding remarks are found in Sec. V.



II. GENERIC SAFEGUARDS ISSUES

To place pertinent issues in a more concrete
setting, consider a process patterned after the
Secure Automnted Fabrication (SAF) line at Han-
ford. This facility was initially deasigned to
fabricate MOX fuels for tlhe Fast Flux Tegt Facil-
ity and future versions of commercial fast reac-
tors. Fuel composition 1is roughly 35% Pu0; with
651 U0, and production invoives a cold-press,
high-temperature sintering process. Figure 1 de-
tails processing and material flows; more details
can be found in Ref. 5.
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Flow of nuclear saterial across the 8AF-line.

Annual throughput for the process is approx-
imately 2.5 Mt plutonium. The safeguards systenm
for the SAF-line has three materials balance areas
as shown {n Fig. 1. The first and last areas in-
volve vault siorage for feed and product, respec-
tively, and MBA-2 invelves all process operations.
Table [ gives the typical material distribution
at the time of materials balance cloaings.

The standard deviation 2(MUF) of the facll-
{ty's MUF reflects the sensitivity of the account-
ing system. In large-scale applications, deriva-
tion of thias quantity {is nontrivial. Issues to
be accommodated {n a MOX environment include the
following:

TABLE [. Distridbutiom of Plutonium Withia "BA-2 at Iaveantocy Time
MOX/Item Total Pu
Description of [tems N3, of [tems (kg) (ng)
Recycle MOX (cans) 4 5.2% 6.682
MOX pellets (boats) ['}) 1.147 15.928
MOX pellet colusns 100 0.172 15.927
MK pellets (cans) 13 1.373 23.891
ma° fuel pins 100 0.172 15.927
A" fuel assemblies . 17.32 46.083
Dirty scrap (ceas) 1 2.217 1.369
Waste (drums) 2 0.07 0.04)
Labocatory samples 13 0.013 0.2%%
Eoldup (steady state) - 1.060 0.882
TOTAL PLUTONIUM INVENTOAY: 124.707 kg
“Fast breeder resactor.
(a) Corrections for radicactive decay. Pluto-

nium with higher levels of 2blpy requires
such correction. Extensive buffer storage
areas can lead to long residence times. Al-
though the decay for each item in each ac-
counting period is small relative to meas-
urement uncertairty for the item, the sum of
such amounts for many items over several
months can be surprisingly large relative to
verification concerns. If the decay is not
carefully quantified and written off as an
output transfer, there is the appearance of
protracted diversion.

(b) Static calculations. Generally speaking,
items residing iln storage are oot remeasured
for each accounting period. Instead, the
book value for beginning inventory 1is ad-
juated for radioactive decay, and the result-
ing calculation is cerried in ending inven-
tory. The net MUF transaction, beginning
{nventory minus decay minus ending inventory,
is exactly aero. As such, the transaction
has no affect of MUF or LEMUF (limit of error
of MUF). There are numerous static culcula-
tions for a large-sca.e focllity.

(¢) Multiple use of (ndividual measurement val-
ues. Not unique to MOX facilities, use of a
gl7en measurement in the accountability
values for several items often occurs. Nor-
mal procoss operationa lead to items belng
combined, such as in blending virgin feed
with recycle material, and to ltems belng
splat, such as ipn dlstributing the contents
of a container ol green pellets into several
sintering boats. Bulk sampling and direct
measurement of these materlals are often im-
practical, and pro-rating with weight meas-
uremants is frequently used. In such cases,
the accounting system must track the material
flow ard calculate concentrations froum avail-
able data.



(d) Other issues. Sampling errors can be impor-
tant, especially for batch concentrations.
Ability to deal with frequent instrument re-
calibrations, use of nominal values pending
receipt of results from the analytical labo-
ratory, and so on is also required.

(e) Calculaticns for sequential testing. Given
informaticn for determination of a single
period's o(MUF), that information can be com—
bined with similar information from preceding
periods to calculate the covariance matrix
for a MUF sesquence and the usual sequential
testing procedures (see Refs. 7 and 8) can
be performed.

Accommodating the a»ive ifgues in a method-
ologically sound variance propagation requires
specialized software, such as MAWST. LEMUF can
be small ralative to thrcughput as a consequeznce
of the number of static calculatiors, the "clean"
form of the material, and the high measurement
precision that is attainable. For the SAF-line
process described above, LEMUF for a 2-month ac-
counting period was roughly 2.1 kg of plutonium.

From an inspectorate's standpoint, generic
verification issues arise. Ideally, all {tems in
MUF are subject to inspection. In practice, thia
does not occur. At a wominimum, write-offs for
radiocactive decay are unavailable for measurement.
In other cases, amounts of material can be ex-
tremely small reiative t¢ the effort required to
measure them, such as the minor waste streams or
samples in an analytical laboratory. In g4till
other cases, it may bte difficult to arrange con-
venient measurement, such as for items in a sin-
tering furnace. Consequently, some declared val-
ues may simply be accepted.

Importantly, the standard deviation of the
inspectorate's MUF-D greatly exceeds that of the
facility's MUF for several reasons, including

(a) Less precise measurement procedures. Prac-
ticality dictates great reliance on nonde-
structive assay (NDA) in order to give rea-
sonable inspection coverage at reasonable
cost. Although very good, NDA uncertainties
can be large compared to the facility's de-
structive methods.

(b) Static calculations. Whereas many calcula-
tions in the facllity's MUF are static as
described above, the necessity exists to in-
spect iltems declared in static Linventory.
There is no reason, in principle, that mate-
rial could not have been removed from such
items during the accounting perlod, leaving
the book values effectively falaifled. Con-
sequently, a large number of ctatlic {tems
contributing nothing to the facility's o(MUF)
would contribute substantially to the lnspac-
torate’'s g(MUF-D).

(c) Inspection resources. Even for the {deal
case {n which all items {n the facility are
Iinspected, o(MUF-D) greatly exceeda o(MUF)

for the two reasonty above. Available re-
sources allow only some items Lo te in-
spected, further compounding the situation.

For the SAF-line procesa, o(MUF-D) exceeded o(MUF)
by more than a factor of five. As such, the sen-
sitivity of MUF-D against ahrupt and protracted
falsifications is not nearly as good as that for
the facility's (unfalgified) MUF against abrupt
and protracted losseas.

II1. MATHEMATICAL BACKGROUND

To illustrate accounting and verification in
detail, sone review of formal uges of measurement
data by the facllity operator and the inspector-
ate is helpful. To quantify the impacts of vari-
ous activities on the standard deviations o(MUF)
and o(MUF-D), it is helpful to introduc: matrix
notation and review some general thecry.

Let the facility operator's accountability
values that appear in MUF be denoted by the vec-
tor o, where

ol = [o(3D)T | o(1T)T | o(om)T | o(eDT]

o(BI) is the vector of accountability values for
the items in beginning inventory, o(IT) is the
vector of accountability values for tha itemg
transferred into the facility during the account-
ing period, o(0T) is the vector of sccountabll.ty
values for the items transferred out of the facil-
ity during the accounting period, o(EI) is the
vector of accountability valuesa for the ltems in
ending inventory. and the superscript "T" denctes
vector transposition. The term 'accountability
value" refers to the contents (usually plutonium)
of en Individual item, and the value may result
from combining many individual measuremonts, such
48 weights, cuncentrations, and so on,

The facility's MUF is then MUF < al o, whore
' = DT | (mT | som)T | seDT)

- (1Dt | 1T | <1omT | -1y,

and 1{BI) denotes a vector with all components
equal to one and whoss dimension {s compatible
with o(BI). The terms 1(IT), 1(0T), and L\EI)
are defined similarly. sShould data falslfication
nccur, the facllity's MUF {»

MUF = 8" (0 + £] .

where € contains the {ndividua! falsification
amounts. [n partitioned form,

eF e e | eamT | eon)T | renT)

aud components of f for unfalsified ltems equal
zero,



In order to detect possible falsification of
data by the facility, an inspectorate independ-
ently meagsures i'ems reported in the facility's
MUF. To develop results, consider the idealized
situation where all items are measured by the in-
spectorate, producing the vector of accountability
valu.s

iT 1D | 1am? | wont | iEnt

vhere i has the same structure as the facility's
declared values o. That is, the vector o - |
con.ains the differences between the facility's
and inspeccorate's values for all items in MUF.

Inspectiaon scenarios, other than the one
described, exist.!l Efficient inaspection plans
have been developed5 for the SAF-line process
assuning so-called attributes and variables meas-
urements. In highly automated facilities, how-
ever, attributes measurepents can be impractical
when the time required to physically tranafer an
item from storage to measurement and back greatly
exceeds measurement counting time. Desrtruciive
measurements are generally very expensive and,
given the accuracies achievablas with some of the
new NDA, unnecessary on a routine basis. Aa such,
wa concentrate on the case in which only one type
of inspectorate measurement is involved for each
itea.

Because resources generally do not permit
inspaction of all items in the facility's MUF, a
statistical sample is obtained. Sampling cf items
in the four main categories--beginning inventory,
input transfer, output cransfer, and ending inven-
tory--is done independently. Within each cate-
gory, there may be subsampling, such as when be-
ginning inventory consists of msterial in several
storage ureas and those areas are individually
monitored. Fer illustration, consider the simple
caue where random samples of items in the four
categocies are selected for inspection. The in-
spectorate measures n(BI) of the N(BI) items in
beginning inventory, n(IT) of the N(IT) items in
input transfer, n(NT) of the N(OT) items in output
transfer, and n(El) of the N(EI) i.ems in ending
inventory. Results are summarized by the D sta-
tistis, where

D = N(BI)Ad(BI) + NCIT)d(IT) - N(OT)d(0T)
- N(EI)d(EI) ,

d(BI) denotes the average dif‘ference, facility
value minus inspectorate value, of Inspected
items in beginnlng inventory, and similarly for
d(IT), 4(OT), and d(Ei).

The D statistic estimates total falsifica-
tion. for example, the average d(Bl) estimates
the average falsification per ltem In beglnning
{uventory, and multiplying by N(BI) extrapolates
this average to the total Inventory. To davelop
properties of D, It {s useful to write D =
sl{o + f - 1], where © + i ls the vector of the
facility's declared values, | ls the vector of

inspectorate’'s values were there to be 100% in-
spection, and s reflects the sampling of items by
the inspectorate. In partitioned form,

o = (a(BD)T | 51T | som)T | aEDT)

where dimensions of e(BI), and so on are compat-
ible with o and i. The jth element of (BI) is,
for simple random sampling of items in beginning
inventory,

(s(BI)]j = [N(BI)/n(BI)] times the j%P element of
2(BI), if the j'M item in beginning
inventory is inspected, and

= 0, 15 the j*B item is not inspected.

The terms s(IT), s(0T), and s(EI) are defined in
aimilar faghion.

Lastly, let f,, Lj, and I, denote the covar-
iance matrices of o, 1, and s, reapectively. It
can be shown that the¢ variances of the facil-
ity's MUF and the inspectorite’'s MUF-D are

[o(MUF)]% = &7 I, s (1)

and

T
(o(MUF-D)] = = El s + {tr E.IO + tr tsti)

T
+ £ I. £ . (2)

where the symbol "tr' denotes the trace of a
matrix (i.e., the sum of its diagonal elements).
The relations (1) and (2) follow from general
theory and hold for arbitrary measurement error
structures (e.g., I, and Ij need not have only
so~called systematic and random error components),
arbitrary sampling mechanisms (e.g., L; nead not
correspond to a simpie stratification), and so on
(e.g., strata need not conasist of homogeneous
items).

When inspection during different periods ls
carried out independently, the covariance matrix
of tgo MUF-D values from accountlng periods j and
k is
Cov [(MUF-D)

.(Mur-n)kl = Cov (MUF(1) .MUF(l)kl

] J

(1f § dk +1ork-1)

= Cov [MUF(l)j.HUF(i)k]

- [E(BI)TI'(I)E(BI)]k

- [t LyanEecan)],

- [t Ly ticen),

(lfj-k‘l)u



and MUF(i)j i3 the MUF that would be computed by
the ingpectorate in period j were there to be 100%
inspection. Separate covariance expressions are
needed for consecutive and noncongecutive periods
because inspection of one period's ending inven-
tory congtitutes inspection of the next period’'s
beginning inventory. Given the covariance struc-
ture of the MUF-D values, sequential testing can
be pursued somewhat similarly to that for sequen-
tial MUF.

Iv. IMPLICATIONS OF o(MUF) AND o(MUF-D) RESULTS

The variance attached to the facility's MUF
is typically dominated by uncertainties in batch
concentrations, which propagate through the con-
tents of many individual items per coancentration
measurement. Because output transiers ave based
on pin measurements (assemblies are not nesasured
directly by the facility), LEMUF is kst small,
though perhaps at a cost of sensitivity against
an insider, who could conceivably replace pins
after the final measurement for accountability
has been made.

Decomposition of the variance of MUF-D, Eq.
(2), has a variety of implications. Consider each
term separately. The first term, sl [j z, is the
varisance of the inspectorate's MUF if there was
to be 100% inspection. This quantity is the mini-
mum achievable variance for MUF-D.

The second term in the decomposition of
(o(MUF-D)]2, {tr L[4L, + tr L[ L[j} involves the
sampling plan through the matrix I . This term
represents a penalty arising from the inabllity
to carry out 100% inspection. Oversimplifying
somewhat, the inspectorate's use of the D sia-
t.atic amounts to extrapolating regults from ’‘n-
spected items to the uninspectec¢ ones. When sam-
pPle sizes are limited, the extrapolation is con-
siderable and carries with it a large uncertalnty.
So-called systemati: measurement errors common
throughout a sampled category do not contribute to
this term--their effect is included in the first
term, s [{ s--and increasing sample size does not
mitigate their influence. Generally speaking, the
effect of the second term on o(MUF-D) is to re-
quire efficient sampling plans to put more effort,
all other things equal, In*o items measured with
large random errors.

Reduction in {tr L[ Ly + tr [y} as a func-
tion of sample size follows a diminishing returns
iaw. Increasing sample esizes beyond a certain
point gains little in sensitivity against esmall
falsification amounts. This diminishing returns
phenomenon leads to insensitivity of o(MUF-D) when
inspection resources are pientiful,

The tuird term of o(MUF-D), fT Ly f, reflects
the interactlion of the falsified values with the
Ilnspectorate's sampling. When there are no falsi-
fied values, [ i» zero and this term cisappears.
Dependence of fT [, f on the unknown falsification
scenario means that some ecenarios are less de-
tectable than others with the same total falgifi-
cation.

Efficient inspection involves using resources
wisely. A formal epproach to this subject in-
volves using a fixed criterion, such as g(MUF-D),
as the basis for determination of sample sizes.
That 1is, sample sizes can be determined to mini-
mize o(MUF-D) subject “o available resources.
Variations on this theme, such as incorporating
costs to the facility as well ag coste to the in-
spectorate in measuring the overall cost of a sam-
pling regime, can be considered. Intrusion into
process areas, for example, may be rostly. Also,
sampling plans involving clustering (as in so-
called randomized inspectionsll) could be consid-
ered. For the SAF-line, o(MUF-D) is relatively
flat in ths aeighborhood of the optimal sampling
plan, so that sample =izes close to the optimal
ones provide nearly the same level of performance.

A subatantial literature exists on sequential
testing of MUF valuas. Sequential tegting of
MUF-D has received little attention. Given the
covariance structure for the MUF-D sequence, se-
quential tests can be pursued in the same spirit
as in the sequential MUF case. That is, the sge-
quence of innovations (analogous to the ITMUF
sequence or sequence of MUF residuals) can be
computed fcr MUF-D values. The same test proce-
dures, such as Page's test, are applicable and
have been considered® in a systems study environ-
mant . Sensitivity is comparatively poor when
o(MUF-D) values are large.

V. CONCLUDING REMARKS

Safeguards issues for the SAF-line are appli-
cable to almost any of the MOX fuel fabrication
lines now in operation, especially those with a
fully or partially automated fabrication and meas-
urement capability. The unique aspects of our
rtudies of MOX facility materials accounting are
.1) recognition of wide-spread Iindustrial prac-
tices in which a limited number of quality assur-
ance measurements are used for facility account-
ancy and (2) consideration of the International
Atomic Energy Agency's (IAEA's) need to optimize
inspection resources. Assuming IAEA's accomoda-
tion of facility-specific limitations, our analy-
sis concluded that accountability based on a fa-
cility's unfalsified measurement data allows for
excellent short-term and long-term sensitivity
against material loas. Short-term senaitivity
against material data falsjification is more mod-
est.

Ideally, a materials accounting system for
a bulk nandling facility under IAEA safeguards
should benefit plant operators and the State
System ot Accounting for and Control of nuclear
maerials, while minimizing disruptions to the
plant's main functions. Some of the approaches
to these problems would include the following:

* Designing a materials accounting aystem con-
sldering the safeguards and verification
objectives of the facllity, the state, and
the [AEA;



umng the functionaries, it ig possible to design

facility features, such as con-
tainer sizing, combining and splitting of
material in process lines, etc., Cthat allow
tracking of all nuclear material flows within

the facility,

Designing

Through ccatrolled experiments, developing
estimation models for difficult-to-measure
quantities, such as process holdup;

Developing software for materials accounting
with the ability to automatically accommo-
date eccentricitiea cf process and facility
operations on a near-real-time basig-—eccen-
tricities such as large static inventories,
frequent decay correction, and liberal use
of calculated (vs directly measured) mate-
rial amounts; and

Establishing achievable verificatlon goals.

Although there are conflicting interests

| materials accounting system satisfying the needs
)f the facility, the state, and the I[AEA by inte-
jrating the needs of the materials accounting sys-
:em and independent verification regime with plant
ind process designs.
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